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Abstract—Current development in TEMPEST and other eaves-  high-speed signallings can be detected. With this information,
dropping strategies becomes a critical threat to the information it is possible to reconstruct the pattern of the digital video

security. To enhance the countermeasures of eavesdropping the signal and to distinguish between the rising and falling edges
electromagnetic radiation leakage in high-speed signalling such as h h th K of the d d sionall4
computer monitors and other high-speed peripherals, this paper rough the peak of the detected signal[4].

proposed an active countermeasure solution by interfering the

TEMPEST receiver with a honeypot radiation source. Instead o ol .
of passive noise jamming methods, this honeypot strategy used Vi NBIA Q Q@ QOB i Gy [ s
the multi-carrier modulation to hide the leakage and transmit :
a pseudo high-speed signal blended with information baits

which may lead the eavesdropper uncovered. This system was
implemented on a software defined radio platform and verified R
to be a prospecting application in future information security. s
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I. INTRODUCTION T s | o
Recent development of TEMPEST(transient electromag- gﬁ
netic pulse emanation surveillance technology) is a crucial s snessme Qi
problem for information security[l]. Equipments such as ANALOG
computer monitors, digital television, and many other high- DEVICES
ripherals radi lectromagneti \% hich con-
speed peripherals radiates electromagnetic waves which co Fig. 1. Frequency domain of leaked signal.

tain some portion of the information flowing between the
peripheral devices. The information can be restored using non-
interactive detection methods some distance away with log Fig. 1 showed the frequency spectrum of leaked signal
periodic antenna coupled with a highly sensitive receiver[2]. radiated by Dell U2417H screen connecting with the desk-
Since the concept was proposed, there has been an increas- top computer. The center frequency of the received signal
ing number of researches on the countermeasure against the was 445.5MHz. The signal was demodulated to recover the
TEMPEST([3]. The main idea was to use AWGN(Additive information displayed on the computer monitor with the
White Gaussian Noise) to suppress the receiving quality of preliminary knowledge of the accurate screen resolution and
the EM waves eavesdropped based on the countermeasure the frame per second. Fig. 2 showed the recovered text
using EMI(Electromagnetic Interference). However, this paper “APSURSI2018” demodulated by TEMPEST corresponding to
proposed an active countermeasure strategy using honeypot the signal represented in Fig. 1 . Each letter displayed on the
strategy with baits. This concept yielded a multiple carrier screen after processing was legible. This system could be used
modulation to hide the radiation from the high-speed signalling  to steal important information and pose a serious challenge to
and transmit the pseudo signals containing the bait information information security.

deliberately leaked to the eavesdroppers. Hence his location
may be exposed if he used the bait information on the internet.
Consequently, this paper discussed the feasibility of this active
countermeasure against the TEMPEST eavesdroppers and the
implementation of this strategy based on a software defined
radio platform.

II. EM EMISSION ANALYSIS
. L . . . . Fig. 2. Display of information recovery of EM emission from HDMI cable.
Using an omnidirectional antenna, spikes in positive or

negative polarities at the rising and falling edges of the original
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III. HONEYPOT SYSTEM AND IMPLEMENTATION

To avoid being unconsciously attacked by TEMPEST, we
proposed an active countermeasure strategy based on the
honeypot theory. The system structure was shown in Fig. 3.
This honeypot system consisted in a software defined radio
platform to generate the waveform, two multiband antennas
for sensing the leakage of the high-speed signallings and
transmitting honey baits, and a honey bait network server.

Rx Antenna Tx Antenna

Garter 1 @
madaton Adminsiator
pocesan
9 Carrier 2
Radaton maiaaton
.
() o ﬁ
ogu o Rk waming server g
signal input signal ased on Raspberry Pi
oot
Honeypotsigna generae
(N A
|

P

Fig. 3. The whole structure of the system.

The software defined radio platform can sense the electro-
magnetic radiations and capture leaked signals with respect to
the specified frequency and screen resolution, and furthermore
automatically resolve and adjust the refresh rate. We used the
multiple-carrier modulation to design the jamming signals and
the bait signals shown as in Fig.4. As the result, this multiple
carrier modulation may generate at least two spectra peaks,
shown as in Fig. 5. On peak could cover the frequency band
of the leaked signals and the other peak represented the pseudo
signals as the bait. It was recommended that the bait can be
generated as a normal screen display with hooks inside, a few
Mega Hz next to the real leakage signal frequency spectrum.

Magnitude (48)

0 01 02 03 04 05 06 07 08 09 1
Normalized frequency

Fig. 4. Multiple carrier modulation.

As shown in Fig. 6, we established a demo system with two
omnidirectional antenna connected to the software defined ra-
dio platform, PlutoSDR. After deploying the entire honeypot’s
hardware system in the right place, if someone has already
attacked the entire system, he would get the information
regarding the specially designed website, and tried to use the
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Fig. 5. The designed power spectrum using Multiple carrier modulation.

information to login to the system. These kind of operations
would trigger the alarm, and after that the server would send
a message to the system administrator that the honeypot has
been under an attack. This active honeypot system can used as
probes for attacks can be widely deployed around computers
that required electromagnetic protection.

Fig. 6. PlutoSDR and Raspberry Pi of the honeypot system.

IV. CONCLUSIONS AND FUTURE WORK

An active countermeasure using EMI honeypot against
TEMPEST eavesdropping in high-speed signalling was pro-
posed in this paper. The test we set to verify the system can
prove that the system can work accurately and efficiently. It
can not only hide the EM signal leaked from the user and
protect them from attacker, but also would set up a honeypot
which could be used as a bait to attract the attacker. Especially,
this would be great helpful to get the status of the protection
situation. In future, new firmware will be developed, and we
will continue to improve the algorithm. New features and more
defense logic will be developed. The system will be widely
used in future.
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